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 This paper critically analyzes Indonesia's legal and ethical framework for privacy 

and data security amid rapid digital transformation, using a juridical-normative 

approach and case studies to evaluate the effectiveness of Law Number 27 of 2022 

concerning Personal Data Protection (PDP Law) in addressing contemporary 

challenges. The research addresses a significant paradox where Indonesia's 

accelerating digital economic growth and high internet penetration contrast sharply 

with escalating cyber threats reported by the National Cyber and Encryption Agency 

(BSSN) and increasing large-scale data breach incidents causing public concern. 

The central research question examines: To what extent is the PDP Law effective in 

protecting citizens' privacy and data security in Indonesia's digital transformation 

era, and what are the key legal, technical, and ethical challenges that hinder its 

optimal implementation? The analysis examines key PDP Law provisions, 

comparing them with the EU's General Data Protection Regulation (GDPR) as a 

global benchmark, while presenting case studies of major data breaches at 

Tokopedia (2020), BPJS Kesehatan (2021), and the General Elections Commission 

(2023) to illustrate gaps between regulatory frameworks and practical 

implementation. The discussion extends to complex ethical dilemmas including 

state digital surveillance and AI-driven personal data analysis threatening citizens' 

privacy rights. Findings reveal that while the PDP Law establishes a strong legal 

foundation and represents a significant milestone, its effectiveness remains limited 

by weak enforcement, institutional cybersecurity vulnerabilities, and unresolved 

ethical issues, leading to strategic recommendations for government, organizations, 

and the public to collectively build a comprehensive, adaptive, and sustainable 

national data protection ecosystem for future digital challenges. 
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INTRODUCTION  

Indonesia is currently undergoing a fundamental acceleration of digital transformation, 

massively reshaping the social, economic, and governmental landscape. The increased adoption of 

information and communication technology (ICT) has become the main driving force behind this 

change. Data from the Central Statistics Agency (BPS) consistently shows a positive trend in national 

ICT development. Indonesia’s ICT Development Index (IP-TIK) has risen year after year, reaching 5.59 

in 2020, 5.76 in 2021, and 5.90 on a 10-point scale in 2023. This improvement is driven by progress in 

three main sub-indices: access and infrastructure, usage levels, and ICT skills in society (Kementerian 

Keuangan, 2024). 

Internet penetration figures confirm this trend. The Digital 2024 report from DataReportal notes 

that at the start of 2024, there were 185.3 million internet users in Indonesia, equivalent to 66.5% of the 

total population. This figure continues a stable growth trajectory, where at the start of 2023, the number 

of internet users had reached 212.9 million with a penetration rate of 77.0% (it should be noted that data 

sources and methodologies may vary between reports, but the growth trend remains evident). This 

exponential growth has not only changed the way individuals communicate and access information but 

mailto:omanji@gmail.com
mailto:rika.santiamh@gmail.com


Muhammad Abdurrohman Sholih and Rika Santina (2025).   
Journal of Law, Society and Living Norms Vol. 1 No. 1 August2025 

P-ISSN: xxxx-xxxx  E-ISSN : xxxx-xxxx 
 

45 

 

has also become the foundation for the government’s major ambition to build a digital economy. 

Through strategic initiatives such as the “Making Indonesia 4.0” roadmap, the government aims for 

Indonesia to become one of the leading digital economies in the region by 2030 (Meltwater, 2024). 

On the one hand, digitalization opens the door to extraordinary economic opportunities. The e-

commerce sector, driven by major players such as GoTo (the merger of Gojek and Tokopedia), Shopee, 

and Lazada, continues to be the backbone of the digital economy. Similarly, innovations in digital 

financial services, such as the massive adoption of the Quick Response Code Indonesian Standard 

(QRIS), have significantly accelerated financial inclusion and transaction efficiency. A joint report by 

Google, Temasek, and Bain & Company even projects that Indonesia’s digital economy will surpass 

USD 130 billion by 2025, making it one of the fastest-growing in Southeast Asia (Sipiorski & Somsen, 

2024). 

On the other hand, the rapid expansion of the digital space inherently creates a wider attack 

surface for cybercriminals. Data from the National Cyber and Encryption Agency (BSSN) paints a 

concerning picture. From January 1 to October 26, 2023 alone, BSSN recorded at least 361 million 

traffic anomalies or cyberattacks targeting Indonesia. These attacks were dominated by malicious 

activities such as malware (42.79%), trojans (35.40%), and information leaks (9.35%). These statistics 

clearly show that alongside its economic growth, Indonesia’s digital infrastructure has become an 

actively targeted and highly vulnerable space (Adila & Putri, 2024). 

This condition creates a fundamental paradox. The government aggressively encourages 

society and industry to embrace digitalization for economic growth, yet at the same time, the reality of 

cybersecurity reveals that the digital foundation is fragile and under constant attack. Failure to ensure 

data security is not merely a technical issue; it has evolved into a strategic risk that threatens the 

sustainability of the digital economy agenda itself. Public trust, which is the primary capital in every 

digital transaction, erodes with every security incident. Thus, policies that push for digitalization 

without being balanced by proportional cybersecurity reinforcement can indirectly undermine their own 

long-term objectives. 

The urgency of personal data protection in Indonesia is further underscored by a series of 

massive data breach incidents that have occurred repeatedly and extensively in recent years. These 

incidents can no longer be seen as extraordinary or isolated events but have become clear indicators of 

systemic vulnerabilities infecting data management infrastructures, both in the private and public 

sectors. Based on records from the research and advocacy organization Institute for Community 

Research and Advocacy (Elsam), since the enactment of Law Number 27 of 2022 concerning Personal 

Data Protection (PDP Law) until the end of 2023, at least 668 million personal data records have been 

breached from six major data controllers in Indonesia. This fact shows that threats to citizens’ privacy 

are increasingly urgent and must be addressed with a more comprehensive and effective legal and 

ethical approach (Hermawan, 2024). 

In this paper, several data breach cases with significant impact will be the focus of analysis to 

illustrate the scale and depth of the crisis at hand. The Tokopedia case in May 2020, for example, 

exposed the breach of more than 91 million user accounts of one of Indonesia’s largest e-commerce 

platforms, which were then exploited and sold on the dark web. The BPJS Kesehatan case in May 2021 

was even more concerning, with the breach of data from 279 million Indonesian citizens, including 

highly sensitive population information that could be misused for various forms of cybercrime. The 

General Elections Commission (KPU) data breach in November 2023 became the peak of concern, with 

more than 252 million permanent voter list (DPT) records leaked ahead of the general election, raising 

serious doubts about the integrity of democracy and threatening citizens’ political rights. These data 

breach incidents touch on fundamental aspects of society, from the security of commercial transactions 

to the protection of health insurance and the freedom to participate in politics, thus affirming that 

personal data protection in Indonesia has reached an emergency point requiring immediate attention 

(Aprilianti, 2024). 

Based on the background outlined above, which shows a sharp paradox between rapid digital 

economic growth and increasing data security vulnerabilities, further aggravated by various large-scale 

data breach incident, this research formulates a central question as the focus of the study: To what extent 

is Law Number 27 of 2022 concerning Personal Data Protection (PDP Law) effective in protecting 

citizens' privacy and data security in Indonesia's digital transformation era, and what are the key legal, 

technical, and ethical challenges that hinder its optimal implementation? This research question aims to 
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critically evaluate the effectiveness of the PDP Law in providing adequate legal protection while 

identifying specific gaps in enforcement, cybersecurity infrastructure, and ethical frameworks. The 

study seeks to provide evidence-based insights for strengthening data protection regulations and 

developing comprehensive strategies to address the increasingly complex cyber challenges facing 

Indonesia's digital economy future (Hermawati & Santiago, 2023). 

 

RESEARCH METHODS 

The research method used in the study titled “Law and Ethics in the Use of Information 

Technology: A Study on Privacy and Data Security” is a literature review method with a descriptive 

qualitative approach. This method was chosen because the focus of the research is to examine normative 

and conceptual aspects of legal, regulatory, and ethical principles; therefore, the primary data sources 

are relevant and credible literature. The data used are secondary data, including legal documents and 

regulations such as the General Data Protection Regulation (GDPR), the California Consumer Privacy 

Act (CCPA), and Indonesia’s Personal Data Protection Law; books and scholarly journals discussing 

cyber law, information technology ethics, privacy, and data security; official reports from international 

organizations such as the OECD, ITU, and the World Economic Forum; as well as media articles and 

conference publications relevant to issues of privacy violations and data security. 

Data collection was carried out by identifying keywords such as privacy law, data protection, 

data security, information technology ethics, and cyber law, which were then used to search for 

literature through academic databases (Google Scholar, Scopus, IEEE Xplore), university libraries, and 

official websites of governmental and international institutions. The collected literature was selected 

based on relevance, credibility, and recency, with priority given to publications from the last 10 years, 

except for foundational theories or regulations that remain in force. 

Data analysis was conducted using content analysis and thematic synthesis methods. Content 

analysis aimed to identify legal provisions, ethical principles, and key findings from each piece of 

literature, while thematic synthesis was used to categorize data into themes such as legal regulations, 

ethical principles, cases of violations, and best practices. The research procedure consisted of the 

preparation stage (defining the topic and initial theoretical framework), the data collection stage 

(accessing, downloading, and classifying literature), the analysis stage (critical reading and thematic 

categorization), the synthesis stage (integrating the analysis results to address the research questions), 

and the writing stage (preparing the academic report). 

To maintain data validity, the study applied source triangulation, evaluated the credibility of 

publications, and checked for consistency between theories, regulations, and empirical findings, 

ensuring that the results of the study can be scientifically justified (Muhammad & Akbar, 2024). 

 

RESULTS AND DISCUSSION 

This section conducts an in-depth analysis of the effectiveness of the legal and ethical 

framework for data protection in Indonesia. The analysis begins by examining the PDP Law and 

comparing it with the GDPR, followed by case studies of major data breach incidents to test real-world 

implementation. It then addresses the challenges of law enforcement and the ethical dilemmas that arise 

in the modern digital era. 

 

Comparative Analysis and Implementation of the PDP Law 

The PDP Law is a historic milestone in Indonesia’s privacy legislation. Substantively, it was 

designed to align the national legal framework with international best practices, particularly the GDPR 

A. Alignment of the PDP Law Principles with the GDPR 

The legislative intent to adopt global standards is clearly reflected in the principles of personal 

data processing set out in Chapter II of the PDP Law. These principles substantially mirror the seven 

core principles of the GDPR, covering protection, lawfulness, fairness, transparency, purpose 

limitation, data minimization, accuracy, storage limitation, integrity, confidentiality, and accountability. 

This alignment shows that, de jure, Indonesia now has a strong and modern legal foundation (Martin & 

Kung, 2018). 

B. Data Subject Rights and Data Controller Obligations 

The PDP Law grants individuals, as data subjects, a robust set of rights (stipulated in Articles 

5 to 15) (Wolters, 2018). These rights include: a) The right to obtain information regarding the identity, 
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legal basis, and purpose of data processing. b) The right to access and correct their personal data. Data 

controllers are required to provide such access within no later than 3 x 24 hours after receiving the 

request. c) The right to terminate processing, delete, or destroy personal data (right to be forgotten). d) 

The right to withdraw previously given consent. e) The right to data portability, meaning the right to 

obtain and reuse their personal data in a machine-readable format for transfer to another data controller 

(Article 13). 

Corresponding to these rights, the PDP Law imposes strict obligations on Personal Data 

Controllers and Personal Data Processors (set forth in Articles 19 to 54). The main obligations include: 

a) Having a valid legal basis for each data processing activity, such as the explicit consent of the data 

subject. b) Ensuring the security and confidentiality of processed data by implementing adequate 

technical and organizational measures. c) Providing written notification to both the data subject and the 

supervisory authority within no later than 3 x 24 hours in the event of a personal data protection failure 

(data breach). d) Appointing a Data Protection Officer (DPO) in certain circumstances, such as when 

core activities require large-scale monitoring or when processing data for public service purposes. 

C. Administrative and Criminal Sanctions 

To ensure compliance, the PDP Law incorporates a layered sanctions mechanism, covering 

both administrative and severe criminal penalties. Administrative sanctions may include written 

warnings, temporary suspension of data processing activities, data deletion, and administrative fines 

(Bernatt, 2016). Criminal penalties, as provided in Articles 67 and 68, are intended to deliver maximum 

deterrent effect. Among them are: a) Unlawfully disclosing personal data: imprisonment for up to 4 

years and/or a fine of up to IDR 4 billion. b) Unlawfully using personal data: imprisonment for up to 5 

years and/or a fine of up to IDR 5 billion. c) Creating or falsifying personal data: imprisonment for up 

to 6 years and/or a fine of up to IDR 6 billion. 

The following table presents a comparison between the key principles of the PDP Law and the 

GDPR to highlight the degree of alignment between Indonesia’s legal framework and international 

standards. 

 

Table 1 Comparison of Key Principles in the PDP Law and GDPR 

Principle Provision in GDPR (Summary) 
Provision in the PDP Law (Referring 

to Chapter II and relevant articles) 
Comparative Analysis 

Lawfulness, 

Fairness, & 

Transparency 

Processing must have a valid legal 

basis, be fair to the data subject, and 
carried out transparently. Information 

must be easily accessible and 

understandable. 

Personal data processing must be 

limited, specific, legally valid, fair, and 
transparent. The controller is obliged to 

inform the data subject of the purpose 

and details of the processing. 

Highly aligned. The PDP Law 

fully adopts this concept, 
emphasizing lawfulness and 

transparency as the foundation of 

data processing. 
Purpose 

Limitation 

Data must be collected for specific, 

explicit, and legitimate purposes and 

must not be further processed for 
incompatible purposes. 

Personal data processing must be 

conducted in accordance with its stated 

purpose. Data controllers must state the 
purpose of processing at the time of data 

collection. 

Highly aligned. Both regulations 

prohibit function creep or using 

data for purposes beyond the 
originally agreed ones. 

Data 

Minimisation 

Data processed must be adequate, 
relevant, and limited to what is 

necessary to achieve the processing 

purpose. 

Personal data processing must be 
relevant and limited to what is necessary 

for the processing purpose. 

Highly aligned. This principle 
encourages organizations to 

collect only the data truly 

needed, reducing risks in the 
event of a breach. 

Accuracy Personal data must be accurate and, 
where necessary, kept up to date. 

Reasonable steps must be taken to 

correct or delete inaccurate data. 

Personal data processing must be 
accurate, complete, not misleading, up 

to date, and accountable. Data subjects 

have the right to correct their data. 

Highly aligned. The obligation to 
maintain data accuracy is placed 

on data controllers in both legal 

frameworks. 
Storage 

Limitation 

Data must be stored in a form that 

permits identification of data subjects 

no longer than necessary for the 
processing purpose. 

Personal data must be deleted and/or 

destroyed after the retention period ends 

or at the request of the data subject, 
unless otherwise required by law. 

Highly aligned. Both regulations 

require data retention policies to 

prevent indefinite storage. 

Integrity and 

Confidentiality 

Data must be processed in a way that 

ensures adequate security, including 
protection against unauthorized 

processing, loss, or damage, using 

appropriate technical and 
organizational measures. 

Data controllers must protect and ensure 

the security of personal data they 
process from unauthorized access, 

disclosure, alteration, and misuse. 

Highly aligned. This principle 

directly links privacy (as a right) 
with security (as a practice). 

Accountability Data controllers are responsible for, 

and must be able to demonstrate, 
compliance with all of the above 

principles. 

Data controllers are responsible for 

personal data processing and must 
demonstrate accountability in fulfilling 

personal data protection principles. 

Highly aligned. This principle 

places the burden of proof of 
compliance on the organization, 

not on individuals or regulators. 
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Case Studies of Large-Scale Data Breaches in Indonesia 

To test the effectiveness of the PDP Law in the real world, an analysis of major data breach 

incidents becomes crucial. These cases serve as a stress test for the national data protection ecosystem. 

A. Tokopedia Case (2020) (Ayu & Nasution, 2023) 

I. Chronology and Scale: In early May 2020, Indonesia’s digital sphere was shaken by news of 

a hack against Tokopedia. A hacker under the alias "ShinyHunter" claimed to have stolen and 

sold the data of 91 million user accounts and 7 million merchant accounts on a dark web forum 

for USD 5,000. The leaked data included critical personal information such as full names, email 

addresses, phone numbers, and dates of birth. 

II. Cause and Response: The incident was caused by hacking into Tokopedia’s system. Many 

parties, including the Indonesian Consumers Foundation (YLKI), assessed that Tokopedia had 

been negligent and lacked a sufficiently layered cybersecurity system to protect such a large 

dataset. Tokopedia’s initial response was to confirm the attempted data theft but emphasized 

that crucial data such as passwords and payment information remained safe due to encryption. 

They advised users to change passwords regularly. 

III. Impact on Users: Although payment data was claimed to be safe, the leak of personal data 

opened the door to various derivative crimes. Users became easy targets for phishing attacks 

(fraud aimed at obtaining sensitive information such as passwords or OTPs), scams, aggressive 

and intrusive telemarketing, and account takeover attempts on other platforms using the same 

email or phone number for verification. The most dangerous risk was the use of such data to 

apply for illegal online loans in the victim’s name, potentially causing severe financial and 

reputational damage. For Tokopedia itself, the incident led to a temporary drop in transactions 

and significant reputational harm. 

B. BPJS Kesehatan Case (2021) (Sorisa et al., 2024) 

I. Chronology and Scale: In May 2021, an incident of far greater scale came to light. Personal 

data of 279 million Indonesian residents—exceeding the official population at the time—was 

strongly suspected to have originated from the BPJS Kesehatan system and was being sold on 

hacker forums. The leaked data not only included names and contact details but also National 

Identification Numbers (NIK), BPJS card numbers, addresses, and salary information, making 

it one of the worst data breaches in Indonesia’s history. 

II. Government Response: This incident triggered responses from multiple state agencies. The 

Ministry of Communication and Information Technology (Kominfo), the National Cyber and 

Crypto Agency (BSSN), and the Indonesian National Police formed a joint investigation team 

to trace the source of the leak. BPJS Kesehatan executives were summoned by the House of 

Representatives (DPR) and the police for questioning. However, the government’s response 

was widely criticized as slow and lacking transparency, with initial statements tending to be 

defensive. This case became a major catalyst for public and political pressure to immediately 

pass the Personal Data Protection Bill (PDP Bill), which at the time was still stalled in 

parliament. 

C. General Elections Commission (KPU) Case (2023) (Armaini & Khalid, 2024) 

I. Chronology and Scale: In November 2023, ahead of the 2024 General Elections, a hacker 

named "Jimbo" claimed to have breached the KPU’s website and sold 252 million voter records 

on BreachForums. The data offered included highly detailed information such as NIK, Family 

Card numbers, full names, dates of birth, full addresses, and polling station (TPS) details. This 

incident was particularly concerning because it occurred after the PDP Law had been enacted, 

showing that the mere existence of a law does not automatically guarantee security. 

II. Cause and Response: Analyses by cybersecurity experts and research institutions indicated 

that the breach was due to multiple factors: a combination of the KPU’s complex IT system 

with existing vulnerabilities, outdated software, and—most critically—low cybersecurity 

awareness among internal users (KPU staff) who were susceptible to phishing or social 

engineering attacks. Intelligence reports from the State Intelligence Agency (BIN) also 

indicated that stealer malware was one of the main vectors causing the leakage of access 

credentials. BSSN promptly conducted an investigation and submitted an initial digital forensic 
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report to the police and KPU for follow-up. However, this case once again underscored chronic 

weaknesses in security governance, even within the most critical government institutions. 

The following table summarizes these three major incidents to highlight the scale and recurring 

patterns of the problems. 

 

Table 2: Summary of Major Data Breach Incidents in Indonesia 

The analysis of these case studies clearly shows that although Indonesia already has the PDP Law, real-world problems remain 

massive. This proves there is a deep gap between regulations on paper and the actual capacity to implement them effectively. 

 

Challenges in Law Enforcement and Cybersecurity 

A. Enforcement Gap 

One of the most striking findings is the significant enforcement gap. The PDP Law provides 

for very severe criminal sanctions. However, reality falls far short of expectations. Since the PDP Law 

was enacted, Elsam has recorded only three criminal cases of personal data breaches that have reached 

the courts. This number is in stark contrast to the scale of breaches involving hundreds of millions of 

citizens’ data. This phenomenon raises serious questions about the capacity, priorities, and political will 

of law enforcement agencies (the Police and the Attorney General’s Office) to thoroughly investigate 

such complex cybercrime cases. Without firm enforcement, the sanctions in the PDP Law risk becoming 

a “paper tiger” that violators do not fear. 

B. Underperforming Supervisory Authority 

The effectiveness of the PDP Law heavily depends on the existence of a strong and independent 

supervisory authority, as mandated by the law. This body is tasked with overseeing compliance, 

conducting investigations, and imposing administrative sanctions. To date, the establishment and 

operationalization of such an authority remain a challenge. The absence or suboptimal functioning of 

this institution creates a vacuum in oversight and enforcement mechanisms, particularly for 

administrative sanctions that should serve as the first line of defense in addressing data controller 

negligence. 

C. Weak Cybersecurity Posture 

The cases discussed—especially the KPU case that occurred after the enactment of the PDP 

Law—show that the root of the problem often lies not in the absence of law but in the weak institutional 

cybersecurity posture. Many organizations, both governmental and private, have yet to fully adopt a 

strong cybersecurity culture. The causes vary, ranging from systems built without considering security 

from the outset (security by design), unpatched software vulnerabilities, to low cybersecurity awareness 

at the human resources level. This constitutes a governance failure, where data security is still not 

regarded as a strategic priority at the leadership level. 

 

Ethical Dilemmas in the Modern Digital Ecosystem 

Beyond legal and technical challenges, the development of information technology also brings 

complex ethical dilemmas that often exist in a “grey area” not fully addressed by the law. 

A. Data for Advertising 

The business model of many digital platforms relies on the collection of personal data for 

targeted advertising purposes. This practice raises profound ethical dilemmas. On the one hand, targeted 

ads can provide more relevant experiences for consumers. On the other hand, massive data collection 

for user profiling is often carried out non-transparently and without truly informed consent from users. 

INSTITUTION 
DATE OF 

INCIDENT 

ESTIMATED 

VOLUME OF 

DATA LEAKED 

TYPES OF DATA 

EXPOSED 
MAIN IMPACT ON VICTIMS 

TOKOPEDIA May 2020 91 million user 
accounts 

Name, email, phone 
number, date of birth, 

gender 

High risk of phishing, scamming, 
account takeover, fraud 

BPJS KESEHATAN May 2021 279 million citizen 
records 

NIK, Family Card number, 
name, address, phone 

number, salary, 

membership status 

Identity theft, financial fraud, 
misuse of population data 

GENERAL 

ELECTIONS 

COMMISSION 

(KPU) 

November 

2023 

252 million voter 

records 

NIK, Family Card number, 

name, address, polling 

station details, date of birth 

Election manipulation (e.g., fake 

ID cards), political profiling, 

delegitimization of democratic 
processes 



Muhammad Abdurrohman Sholih and Rika Santina (2025).   
Journal of Law, Society and Living Norms Vol. 1 No. 1 August2025 

P-ISSN: xxxx-xxxx  E-ISSN : xxxx-xxxx 
 

50 

 

This can lead to consumer behavior manipulation and constitutes a violation of privacy. Advertising 

ethics, which demand honesty and responsibility, often clash with the business logic of maximizing 

profits from data exploitation. 

B. Digital Surveillance 

State surveillance has become one of the most critical ethical dilemmas. An investigative report 

by Amnesty International released in May 2024 revealed the import and use of highly invasive spyware 

by several state institutions in Indonesia, including the National Police and the National Cyber and 

Encryption Agency (BSSN), during the period 2017–2023. 

This spyware can access almost all data on a target’s device without their knowledge. This creates a 

fundamental conflict of interest: the state, which under the PDP Law is positioned as the primary 

protector of citizens’ privacy rights, can simultaneously become the largest violator of privacy through 

unaccountable mass surveillance practices. While surveillance may be justified for national security 

purposes, the absence of a transparent legal framework and strict oversight mechanisms opens the door 

to misuse, such as silencing activists, journalists, or political opposition. 

C. AI Ethics 

The use of Artificial Intelligence (AI) to analyze and process personal data brings a range of 

new ethical challenges not specifically regulated under the PDP Law. Key issues include: 

I. Algorithmic Bias – AI systems can perpetuate or even amplify existing societal biases if trained 

on biased data. This can lead to unfair or discriminatory decisions in areas such as job 

recruitment, credit approval, or law enforcement. 

II. Transparency and Explainability (Explainable AI) – Many AI models, especially deep 

learning, function like a “black box” where the decision-making process is difficult for humans 

to understand. This lack of transparency conflicts with data protection principles that require 

data processing to be explainable and accountable. 

III. Accountability – When an AI system makes a harmful decision, complex questions arise as to 

who should be held responsible: the algorithm developer, the company using it, the end user, 

or the AI system itself? The current legal framework is not yet equipped to answer this 

accountability challenge. 

This analysis leads to the conclusion that while the PDP Law is a crucial legal milestone, it is 

far from sufficient. The root causes of data protection issues in Indonesia are multi-layered, 

encompassing compliance failures (by organizations), enforcement failures (by the state), and ethical 

failures (overlooked in business models and state practices). Data breaches are not merely technical 

failures but manifestations of deeper governance breakdowns. Without fundamental improvements in 

all three pillars, the PDP Law will remain a beautifully written legal document but powerless in the real 

world. 

 

CONCLUSION 

Based on the analysis conducted in this paper, the research question regarding the effectiveness 

of Law No. 27 of 2022 on Personal Data Protection (PDP Law) reveals significant findings. While the 

PDP Law establishes a strong legal foundation aligned with international standards such as GDPR, its 

effectiveness in protecting citizens' privacy and data security remains limited in practice. The study 

identifies three key challenges hindering optimal implementation: weak law enforcement evidenced by 

minimal follow-up on major data breach cases, systemic cybersecurity vulnerabilities in both public 

and private institutions, and unresolved ethical dilemmas particularly concerning state digital 

surveillance and AI applications. Case studies of major breaches at Tokopedia (2020), BPJS Kesehatan 

(2021), and KPU (2023) demonstrate a sharp gap between regulatory frameworks and practical 

implementation. These implementation failures have eroded public trust and threaten the sustainability 

of Indonesia's digital economy ecosystem. Therefore, addressing the legal, technical, and ethical 

challenges requires coordinated efforts: establishing an independent supervisory authority, 

strengthening cybersecurity governance, implementing privacy-by-design principles, and developing 

comprehensive regulations for emerging technologies. Only through such integrated approaches can the 

PDP Law achieve its intended effectiveness in protecting citizens' privacy and data security in 

Indonesia's digital transformation era. 
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