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 This paper analyzes the urgency of developing a comprehensive legal and ethical 

framework for Artificial Intelligence (AI) in Indonesia. Alongside the rapid 

adoption of AI in which is projected to contribute significantly to the national Gross 

Domestic Product (GDP), there also emerge fundamental risks such as algorithmic 

bias, disinformation, privacy violations, and misuse for criminal purposes. The 

analysis reveals a significant gap between the pace of technological innovation and 

the maturity of national regulations. Existing instruments, such as the Electronic 

Information and Transactions Law (ITE Law) and the Personal Data Protection Law 

(PDP Law), have proven inadequate in addressing the specific challenges posed by 

AI. Meanwhile, existing ethical guidelines, such as Circular Letter (SE) of the 

Minister of Communication and Information Technology (Menkominfo) Number 9 

of 2023, remain soft regulations without legally binding force. By conducting a 

comparative analysis of international frameworks, particularly the EU AI Act, this 

paper recommends adopting a risk-based approach as the foundation for AI policy 

in Indonesia. The main conclusion emphasizes the need to transition from reactive 

and fragmented regulation to a legal framework that is anticipatory, coherent, and 

binding (hard law), supported by the establishment of an independent oversight 

body and strong multi-stakeholder governance to ensure responsible AI utilization 

aligned with national values 
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INTRODUCTION  

The Indonesia is experiencing rapid digital transformation with Artificial Intelligence (AI) as a 

primary catalyst across strategic sectors including healthcare, agriculture, data centers, and defense. 

Economic projections indicate AI's significant potential contribution to national growth, with consulting 

firm Kearney estimating that AI implementation could add up to USD 366 billion to Indonesia's GDP 

by 2030, equivalent to IDR 5,371 trillion (Rahman et al., 2022). The Indonesian government has 

recognized this potential through the National Artificial Intelligence Strategy (Stranas KA) 2020-2045, 

positioning AI as a key technology to achieve the "Golden Indonesia 2045" vision (Yulianti et al., 2023). 

However, alongside these promising opportunities, uncontrolled AI utilization presents 

significant risks that threaten social stability, justice, and fundamental civil rights. Key identified threats 

include algorithmic bias and discrimination in recruitment and financial services, privacy and data 

security breaches from large-scale data collection practices, disinformation and public opinion 

manipulation through deepfake technology, and widespread job automation leading to workforce 

displacement. These risks have already materialized in Indonesia through mass deepfake-based fraud 

cases involving manipulated videos of public officials, a 1,550% increase in deepfake-based fraud 

within the FinTech sector between 2022 and 2023, and the creation of non-consensual pornographic 

content using AI technology. 

This situation creates a fundamental policy dilemma and what scholars term a "legal vacuum." 

Existing legal frameworks, including Law No. 11 of 2008 on Electronic Information and Transactions 
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(ITE Law) and Law No. 27 of 2022 on Personal Data Protection (PDP Law), were designed prior to the 

generative AI era and prove inadequate in addressing AI's unique characteristics and challenges. Current 

regulatory instruments such as the Ministry of Communication and Information Technology Circular 

Letter No. 9 of 2023 remain soft regulations without legally binding force, functioning more as moral 

guidelines than enforceable legal standards. 

While Indonesia has demonstrated awareness of AI ethics principles through various policy 

documents that align with global frameworks from UNESCO and OECD, the critical challenge lies in 

translating these high-level principles into concrete, enforceable legal rules. The European Union's AI 

Act provides a valuable reference model through its comprehensive risk-based approach, which 

classifies AI systems into different risk tiers with proportional legal obligations. question, how to build 

building a legal and ethical framework for responsible artificial intelligence is. 

 

RESEARCH METHODS 

This research aims to analyse the current regulatory gaps in Indonesia's AI governance 

framework and propose recommendations for developing a comprehensive legal and ethical framework 

for responsible AI. The study contributes to the literature by providing a critical evaluation of 

Indonesia's existing regulatory instruments, conducting a comparative analysis with international best 

practices, and offering concrete policy recommendations for establishing anticipatory, coherent, and 

binding AI regulation supported by independent oversight mechanisms and multi-stakeholder 

governance structures. This study employs a qualitative literature review approach, focusing on 

collecting, evaluating, and synthesizing information from various relevant scholarly and policy sources 

(Muhammad & Akbar, 2024). The research methodology encompasses three primary data collection 

strategies: systematic review of academic publications including peer-reviewed articles from databases 

such as Scopus, Web of Science, and Google Scholar; analysis of legal documents including Indonesian 

legislation (ITE Law, PDP Law), government regulations, and policy circulars; and examination of 

international policy frameworks from organizations including UNESCO, OECD, and the European 

Union. 

The literature search utilized specific keywords including "responsible AI," "AI governance," 

"legal framework," "ethical principles in AI," and "AI regulations." Sources were systematically 

screened for relevance, with priority given to publications from the last 10 years to ensure currency of 

information. The research employs a comparative legal analysis method to examine AI regulatory 

frameworks across different jurisdictions, particularly focusing on the EU AI Act as a benchmark 

model. 

Data analysis follows a thematic approach, critically evaluating existing theories, regulatory 

gaps, and best practices in AI governance. The study synthesizes findings to identify patterns, 

contradictions, and opportunities for regulatory improvement. This methodology enables the integration 

of diverse perspectives into a coherent framework suitable for designing responsible AI regulations and 

ethical guidelines adapted to the Indonesian context. 

 

RESULTS AND DISCUSSION 

The analysis reveals critical gaps in Indonesia's current AI governance framework, 

characterized by fragmented, reactive regulation insufficient for addressing AI's unique challenges. This 

section presents findings on existing regulatory instruments and proposes solutions based on 

international best practices. 

 

Current Regulatory Framework Assessment 

Indonesia's existing digital governance rests primarily on two legal pillars: Law No. 11 of 2008 

on Electronic Information and Transactions (ITE Law) and Law No. 27 of 2022 on Personal Data 

Protection (PDP Law). However, both laws were designed prior to the generative AI era and 

demonstrate fundamental inadequacies when applied to AI systems. The ITE Law fails to recognize AI 

as a distinct legal subject, creating confusion regarding liability attribution when AI systems cause harm 

independently of provider predictions. While the law addresses content dissemination, it contains 

significant loopholes regarding deepfake creation and possession before distribution occurs. 

The PDP Law's consent-based framework proves impractical for large-scale AI model training, 

which typically requires billions of data points collected from public internet sources. This creates legal 



Muhammad Soffa Marwa and Agustin Leni Magdalen Rohi Riwu (2025)   
Journal of Law, Society and Living Norms Vol. 1 No. 2 December 2025 

E-ISSN : 3123-2566 
 

54 

uncertainty for AI developers and potential vulnerabilities for data subjects. Neither law explicitly 

addresses algorithmic bias or mandates audit mechanisms for discriminatory AI systems, leaving 

victims of algorithmic discrimination without clear legal recourse. 

 

Table 1. Analysis of Regulatory Gaps in Indonesia’s AI Legal Framework 

Specific AI Issue 
Relevant 

Regulations 
Analysis of Legal Weaknesses / Gaps 

Sources & 
Relevant Articles 

Creation & 

Dissemination of 

Deepfakes 

ITE Law, 

Criminal 

Code (KUHP) 

The ITE Law focuses more on the dissemination of illegal content, not on the 

creation of manipulative content itself. There is a legal vacuum in addressing 

deepfakes that have not yet been distributed but pose potential harm. 

Articles 27 & 28 
of the ITE Law 

Algorithmic Bias in 
Recruitment/Credit 

Scoring 

Labor Law, 

PDP Law 

No explicit legal obligation for companies to audit AI systems for bias. 

Victims face significant challenges in proving algorithmic discrimination. 
– 

Legal Liability for 

Autonomous 
Decisions 

ITE Law, 

Civil Code 
(KUHPerdata) 

Unclear legal subject status. AI is not recognized as a legal subject, so liability 

is transferred to providers or users, which may be unfair if the fault lies in 
flawed AI design. 

– 

Use of Personal Data 
for AI Training 

PDP Law, 

Copyright 

Law 

The concept of "consent" in the PDP Law is not designed for large-scale AI 

model training. Legal uncertainty surrounds the use of public data and 

copyrighted works for training AI. 

Article 26 of the 
PDP Law 

 

Soft Regulation Initiatives and Limitations 

The Ministry of Communication and Informatics issued Circular Letter No. 9 of 2023 outlining 

nine AI ethical values including inclusivity, humanity, security, and transparency. While representing 

official government recognition of ethical AI governance importance, this circular constitutes soft 

regulation without legal binding force or enforcement mechanisms. It functions primarily as moral 

guidance rather than enforceable legal protection. 

Conversely, the Financial Services Authority (OJK) provides a more progressive sectoral 

approach through specific guidelines for financial technology, mandating principles of beneficial, fair, 

accountable, transparent, and resilient AI grounded in Pancasila values. This sectoral model 

demonstrates potential for translating ethical principles into enforceable practices, though its scope 

remains limited to financial services. 

 

Comparative Analysis with International Standards 

 

Table 2. Comparison of AI Ethical Principles (Global vs. Indonesian Frameworks) 

KEY PRINCIPLE 
UNESCO 

PRINCIPLES 

OECD 

PRINCIPLES 
MOCI CIRCULAR NO. 9/2023 OJK GUIDELINES 

FAIRNESS & NON-

DISCRIMINATION 
✓ ✓ ✓ (Inclusivity) ✓ (Fair) 

TRANSPARENCY & 

EXPLAINABILITY 
✓ ✓ ✓ ✓ 

ACCOUNTABILITY & 

RESPONSIBILITY 
✓ ✓ ✓ (Credibility & Accountability) ✓ (Accountable) 

SECURITY, SAFETY & 

ROBUSTNESS 
✓ ✓ ✓ (Security) 

✓ (Robustness & 

Security) 

PRIVACY & DATA 

PROTECTION 
✓ ✓ ✓ (Personal Data Protection) 

✓ (Fair & 

Accountable) 

HUMANITY & HUMAN 

RIGHTS 
✓ ✓ ✓ (Humanity) ✓ (Beneficial) 

SUSTAINABILITY & WELL-

BEING 
✓ ✓ ✓ (Sustainable Development) ✓ (Beneficial) 

HUMAN OVERSIGHT ✓ ✓ ✓ (Humanity) 
✓ (Transparent & 

Explainable) 

LOCAL/NATIONAL CONTEXT – – ✓ (Intellectual Property) 
✓ (Based on 

Pancasila) 
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The alignment between Indonesia's ethical frameworks and international standards reveals both 

convergences and implementation gaps. Indonesia's principles largely mirror UNESCO and OECD 

frameworks across core areas including fairness, transparency, accountability, security, and privacy 

protection. However, significant divergence exists in enforcement mechanisms and legal bindingness. 

 

The EU AI Act Model and Risk-Based Approach 

The European Union's AI Act provides a comprehensive regulatory model through its risk-

based classification system. This approach categorizes AI systems into four tiers: unacceptable risk 

(prohibited practices such as social scoring and manipulative techniques), high risk (critical applications 

requiring stringent compliance including employment, finance, and healthcare), limited risk 

(transparency obligations for user-facing AI), and minimal risk (general applications with standard 

regulatory compliance). 

This model's strength lies in proportional regulation, where legal obligations correspond to 

potential harm levels. High-risk systems must implement comprehensive risk management, ensure data 

governance quality, maintain technical documentation, provide user transparency, and guarantee human 

oversight. This framework offers Indonesia a structured approach for developing contextually 

appropriate AI regulation. 

 

Recommendations for Indonesia's AI Governance Framework 

Based on the analysis, Indonesia requires immediate transition from reactive regulation toward 

proactive, comprehensive legal frameworks. The recommended approach includes adopting risk-based 

classification similar to the EU model but adapted to Indonesian priorities and capabilities. This requires 

establishing an independent AI oversight body with technical expertise and enforcement authority, 

developing binding regulations through presidential decree or specific AI legislation, implementing 

mandatory algorithmic auditing for high-risk applications, and creating clear liability frameworks 

addressing AI-specific challenges. 

The framework should incorporate multi-stakeholder governance involving government 

agencies, industry representatives, civil society organizations, and academic institutions. This 

collaborative approach ensures balanced regulation that promotes innovation while protecting public 

interests and fundamental rights. Implementation should be phased, beginning with high-risk sectors 

such as financial services and healthcare, then expanding to other domains as regulatory capacity 

develops. 

 

CONCLUSION 

This study reveals that Indonesia faces a critical regulatory gap in AI governance, where rapid 

technological advancement significantly outpaces legal framework development. The analysis 

demonstrates that existing regulations, particularly the ITE Law and PDP Law, are fundamentally 

inadequate for addressing AI-specific challenges including algorithmic bias, deepfake manipulation, 

autonomous decision liability, and large-scale data processing for AI training. Current soft regulation 

approaches, exemplified by the Ministry of Communication and Informatics Circular No. 9 of 2023, 

lack legal binding force and enforcement mechanisms necessary for effective governance. 

The comparative analysis with international frameworks, particularly the EU AI Act, indicates 

that Indonesia's ethical principles align well with global standards but suffer from implementation 

deficits. The risk-based regulatory approach adopted by the European Union provides a viable model 

for Indonesia, offering proportional legal obligations corresponding to AI system risk levels. However, 

successful implementation requires substantial institutional capacity building and multi-stakeholder 

coordination. 

The research concludes that Indonesia must urgently transition from reactive, fragmented 

regulation toward a comprehensive, anticipatory legal framework. This transformation necessitates 

establishing an independent AI oversight body, developing binding regulations through appropriate 

legislative mechanisms, implementing mandatory algorithmic auditing for high-risk applications, and 

creating clear liability frameworks addressing AI-specific legal challenges. The recommended phased 

implementation approach, beginning with critical sectors such as financial services and healthcare, 

offers a practical pathway for developing regulatory expertise while managing innovation impacts. 
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Future research should focus on developing sector-specific regulatory guidelines, examining 

international regulatory harmonization possibilities, and evaluating the effectiveness of implemented 

AI governance frameworks. The urgency of this regulatory development cannot be overstated, as 

continued delays risk undermining public trust, enabling harmful AI applications, and potentially 

stifling Indonesia's digital transformation potential. 
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